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COVID-19 caused a fundamental evaluation of how 
practices manage everything, including compliance. So 

what is your practice doing now?

During the pandemic, many practices closed or went largely 
remote in the initial phase and then had to return in a 
totally new environment.  

A PCIHIPAA survey of more than 1,400 healthcare practices 
found the pandemic resulted in them making changes 
in major areas, including remote work and PPE, with a 
renewed emphasis on OSHA and HIPAA planning and 
training. 

To help ensure your practice is protected, the following 
key areas should be addressed on an ongoing basis:  

Protect employees and patients

Three components are needed to protect your staff: 
PPE, policies and training. Now is the time to confirm 
your practice is covering employees on every base. The 
survey found 67 percent of the practices said, “Daily OSHA 
guidance about COVID-19 requirements and best practices” 
would be helpful or very helpful, and 61 percent said OSHA 
training for employees relating to COVID-19 would be 
helpful or very helpful.

OSHA defines and enforces standards that include policies 
and training for worker safety. More than 900 healthcare 
workers have died due to the pandemic – a reminder of the 
importance of verifying your practice is OSHA-compliant to 
ensure the safety of your staff as they face the day-to-day 
challenges of COVID-19. 

The pandemic created an enormous focus on PPE to protect 
employees and patients. The ensuing PPE shortage proved 
how essential it is to plan far in advance for worker safety. 
OMS healthcare providers are at one of the highest risks of 
exposure to COVID-19. 

	J Step 1: Update respiratory plan, policies – Your 
practice must create a preparedness and response plan. The 
two OSHA standards most closely related to the pandemic 

are the Respiratory Protection Program and Aerosol 
Transmissible Diseases (specific to California) standards. You 
also must properly train employees for the increased risk 
of contracting certain airborne infections due to their work 
activities. 

The consequences of not having a plan in place can be 
damaging. During the pandemic, an Ohio nursing facility 
received $40,482 in penalties from OSHA after seven 
employees were hospitalized for coronavirus-related 
reasons. OSHA cited this facility for failing to have a written 
respiratory protection program and not providing medical 
evaluations to determine employees’ ability to use a 
respirator at work. 

This unfortunate situation shows the financial impact the 
pandemic may have on a practice on top of the threat 
it poses to patients’ and employees’ health. Ensuring 
your practice has policies and procedures in place and 
has properly trained employees can be the difference 
between your employees staying healthy or contracting an 
aerosol-transmissible disease such as COVID-19, influenza 
or whooping cough. It also can protect your practice from 
financial liability.

	J Step 2: Look at OSHA compliance – Health and safety 
events can be a catalyst to review compliance and safety 
plans. Some states have their own OSHA requirements, so 
it is important to also review any state-specific guidelines. 

Additional steps include verifying bloodborne pathogen 
policies and employee training are in place. The OSHA 
Bloodborne Pathogens Standard could be a framework to 
assist in controlling some of the sources of the virus, such 
as exposure to body fluids. 

Hazard communication also requires an exposure plan and 
training for employee safety and practice compliance.  

An additional step for your practice’s OSHA compliance 
is maintaining Safety Data Sheets (SDSs). OSHA requires 
every chemical onsite to have an SDS. Your SDSs must be in 
order and accessible at all times to your employees. Many 
practices keep a SDS binder, but the best way to ensure 
compliance is to use an online database that provides 
access to virtually all chemicals your practice might have 
onsite and can easily be changed and updated.   
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Look for this logo on a company’s advertisement.
The logo assures you the company has been thoroughly

reviewed and accepted as an AAOMS Advantage Partner.

AAOMS Advantage  
Partners
AAOMS Advantage Partners have been chosen because of their commitment to the oral 
and maxillofacial surgery specialty. Their stream of royalty payments* throughout the year 
help fund the goals of AAOMS, including its advocacy efforts and other important programs
and services. To learn more about these valuable offerings, visit AAOMSAdvantage.org.  

*Quarterly royalty payments vary based on AAOMS member usage of each of the 
AAOMS Advantage Partners.

To check out all 19 AAOMS Advantage Partners, visit 

AAOMSAdvantage.org

Look to AAOMS Advantage 
for all your practice’s financial needs

FEATURED PARTNERS

SoFi
Refinancing of student loan debt – SoFi refinances 
student loan debt at lower rates than federal and/or 
private options, saving borrowers thousands over the life of their loan. Benefits 
of SoFi include low fixed and variable rates, flexible repayment options, career 
advisory and social events for members. SoFi does not charge any fees – no 
origination fees and no prepayment penalties. AAOMS friends and family receive 
a 0.25 percent rate discount when they apply through SoFi.com/AAOMS. 
Contact SoFi’s dedicated customer service team at 833-277-7634 or email 
partner@sofi.com.

TSI (formerly Transworld Systems, Inc.)
TSI (formerly Transworld Systems, Inc.) – This collection agency 
is redefined with a 50-year track record, providing fixed-fee-
per-account A/R management solutions to dental practices 
nationwide. Integration with most dental software allows AAOMS members to 
get paid faster through early intervention while maintaining profit margins and 
patient relationships. TSI’s unparalleled level of data security, guaranteed 
compliance and use of predictive analytics enable more collection of your money 
while protecting patient relationships and patient data. With low fixed-fee pricing 
per account, no percentages are taken. AAOMS members will receive preferred 
pricing and personalized client service. For information, call 800-294-3710 and 
identify yourself as an AAOMS member.

AAOMS Advantage 
Annual Member Award
New! Discount added to 2021 award

If you use six or more AAOMS Advantage Partners in your 
practice before Oct. 1, 2021, AAOMS would like to show its 
appreciation by giving you a $100 discount on any webinar 
or in-person meeting of your choice in 2022*. Not only do 
AAOMS members receive special discounts and benefits, but the royalties 
generated from members’ usage of the Partner Programs produce non-dues 
income that funds a variety of AAOMS programs and AAOMS advocacy 
throughout the year. AAOMS appreciates all AAOMS members who have 
enrolled in these approved Partner Programs throughout the years. Thank you!

*Identification of members using six or more Partners are through year-end reports submitted 
by the Partners. If you do not receive an email from AAOMS identifying you as a recipient by 
Jan. 10, 2022, and you believe you used six or more Partner programs in 2021, contact personnel 
in the AAOMS Advantage department before Jan.15, 2022, at 800-822-6637. A posting of all 
recipients of the award will be displayed on the AAOMS Advantage website the last week in 
January 2022 and highlighted in an ad in the March/April 2022 issue of AAOMS Today.

Bank of America 
Practice Solutions
Practice financing – When you need financing for your dental practice,
you want to work with someone who understands your industry. For almost 
two decades, Bank of America Practice Solutions has helped dental 
professionals across the nation reach their goals through smart financial 
solutions and expert guidance. Whether you own a practice or are just getting 
started, Bank of America Practice Solutions can provide customized financial 
solutions for your short-term needs and long-term aspirations. Association 
members receive a 50 percent reduction in loan administration fees. To learn 
more, call Bank of America Practice Solutions toll-free at 800-497-6076 
Monday through Thursday 8 a.m. to 8 p.m. and Friday 8 a.m. to 7 p.m. 
Eastern. Be sure to mention you are an AAOMS member. You also can visit 
BankofAmerica.com/PracticeSolutions for more information or to schedule 
a phone consultation.

CareCredit
Patient financing – Help make it 
easier for more patients to get 
needed surgery by adding CareCredit, a healthcare credit card, as an 
additional payment option. Call 800-300-3046, option 5, to get started today 
and join more than 100,000 enrolled dental practices that accept CareCredit. 
Be sure to mention you are an AAOMS member.

Fiserv
Innovative payment options – Fiserv is the new 
AAOMS Advantage Partner that helps practices offer 
innovative payment options, manage cash flow, 
capture marketing insights and run smoothly. AAOMS partnered with Bank of 
America Merchant Services to provide payment acceptance and processing 
needs. Bank of America Merchant Services was a joint venture between Bank 
of America and First Data, now known as Fiserv. Recently, the companies 
concluded their joint venture and, as a result, Fiserv is partnering with 
AAOMS as the preferred payment processor. Learn more about payment 
acceptance and processing from Fiserv at FirstData.com/franchise or 
call 888-317-5402. Be sure to mention you are an AAOMS member.
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Protect from breaches

Hackers are constantly targeting 
healthcare practices, so your practice 
needs to be prepared for the threat of a 
security breach. Hackers have leveraged 
the panic of COVID-19 and intensified 
their efforts. The chance of ransomware 
– a type of malware that can lock you 
out of your computer systems and files – 
has increased. 

HIPAA rules restrict healthcare providers 
from treating patients without access to 
their data. Providers must follow HIPAA 
standards and have a plan to protect 
against the threat of cybersecurity. 
Remember, a data breach also is a 
HIPAA violation.  

	J Step 1: Undergo required risk 
assessment – As circumstances change, 
such as remote work, first complete 
federally mandated risk assessment. By 
completing risk assessment regularly, 
you will satisfy the Office for Civil Rights’ 
(OCR) requirement and know your practice’s vulnerabilities. 

The risk assessment covers several areas: Are your policies and 
procedures updated? Are you regularly training employees? 
Do you have proper infrastructure to safeguard your practice 
from hackers? Is your practice insured in the case of a 
cyberbreach?  

	J Step 2: Check all policies, procedures – Proper 
protection requires a plan. If your practice is hacked, it is 
important to have policies and procedures to organize during 
an already hectic time. 

HIPAA outlines regulatory standards for policies and 
procedures that entities and business associates must 
develop to stay compliant. Now is the time to confirm your 
policies and procedures are up-to-date and your employees 
are aware of them.   

	J Step 3: Move training online – Online HIPAA training 
is interactive and can include the added benefit of online 
recordkeeping, which maintains up-to-date information and 
stores records safely in one place.   

Employee training is required to be HIPAA-compliant and 
essential to protect a practice. Many ransomware attacks 

begin by targeting uninformed users, so employees need 
to know how to properly detect suspicious behavior. OCR 
requires that employees are trained on HIPAA guidelines. 
Most times a practice violates HIPAA, the circumstance is 
made worse by improperly trained employees.

	J Step 4: Verify proper infrastructure – To protect your 
systems, you must have proper infrastructure. Working with 
a HIPAA-compliant managed service provider will establish 
a front line to safeguard your practice’s information from 
unauthorized physical access, tampering and theft. 

In the incident of a breach, your practice must have data 
backup updated regularly. Practices also must use encrypted 
email solutions to protect email content.  

	J Step 5: Confirm practice insurance – The pandemic 
has cost healthcare practices enough money. Cybersecurity 
insurance is essential to protect your practice in the event of 
a cybersecurity data breach. General liability policies do not 
typically cover data breaches.  

If a data breach occurs, HIPAA fines can cost between $100-
$50,000 per incident if the practice is found to have not 
made a “good faith effort” toward compliance. In addition to 
HIPAA fines, if your practice’s data are hacked, you also may 
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have to pay for lawsuits, ransom, lost wages, direct costs and 
expenses incurred. 

For example, a practice subjected to a ransomware attack 
incurred $199,484 in legal representation, restoration and 
decryption of client systems, forensic investigation and the 
initial cost of ransom. 

In the case of a data breach, your practice will not only have to 
deal with the financial factor but also the hassle of organizing 
a response. It is important to have an emergency and incident 
response team to help manage the process of evaluating the 
breach, dealing with negotiating with the hackers and getting 
systems back up.  

Instill a safety, compliance culture 

Protecting your practice is a team effort. It is essential to 
include your staff in all aspects of compliance and safety. 
Many OMS practices find the easiest way to ensure a culture of 
compliance is to use a blend of outside sources and experts to 
help protect employees, patients and practices. 

The following are a few tips for protecting a practice:

•	 Include staff in policies and procedure discussion 
and planning.

•	 Establish formal written plans.

•	 Create a formal review process for any incidents that 
occur.

•	 Hold regular safety and HIPAA compliance meetings.

•	 Create a safety and compliance portal online. 

Ensuring compliance can lighten some of the pressure the 
pandemic has placed on healthcare workers. Create a solid 
approach to protect your practice from whatever happens 
next. 

PCIHIPAA is cybersecurity and compliance company that 
focuses exclusively on healthcare practices. It helps to prevent 
catastrophic losses caused by regulatory non-compliance, 
data breaches and human error. PCIHIPAA provides solutions 
to help keep protected health information private and 
secure and employees safe. For more information, visit 
PCIHIPAA.com/AAOMS.
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This is number 178 in a series of articles on practice management and 

marketing for oral and maxillofacial surgeons developed under the 

auspices of the Committee on Practice Management and Professional Staff 

Development and AAOMS staff. Practice Management Notes from 2002 to 

present are available online at AAOMS.org.

All articles in Practice Management Notes are published only with the 

consent of the authors, who have expressly warranted that their works 

are original and do not violate copyright or trademark laws. AAOMS is not 

responsible for any violations of copyright/trademark law on the part of  

these authors.

Three components are needed to 
protect your staff: PPE, policies and 
training. Now is the time to confirm 
your practice is covering employees 
on every base.
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